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Traditional Disaster Recovery

Disaster Recovery as a Service

Disaster Recovery (DR) and Business Continuity (BC) plans 
used to be reserved for large enterprise level companies. Disaster 
Recovery and Business Continuity provision required a very large 
budget and often included cold or hot sites, expensive replication 
software and duplicate equipment ready to go in case the worst 
were to happen. 

Not only was this equipment expensive to purchase and house, 
it also needed staff with the knowledge and time to both manage 
it and regularly test it. Face it a disaster recovery or business 
continuity plan that isn’t tested, is unlikely to perform well when a 
real disaster strikes.

Old Expensive 
Disaster Plans

The best DRaaS providers understand how to design and 
implement a Disaster Recovery or Business Continuity Plan. 
This brings with it the opportunity to partner with an expert in the 
planning for both Disaster Recovery and Business Continuity.

Disaster recovery as a Service (DRaaS) advances have brought 
the cost of developing and implementing a Disaster Recovery or 
Business Continuity solution down to the point where it can fit into 
nearly any size budget. 

The need for large capital investment and the 
need for people dedicated to managing the 
disaster recovery or business continuity platform, 
goes away. Instead, this burden is taken on by 
the DRaaS provider for a monthly fee.



Planning what DR solution you need

Before you speak to a disaster recovery service 
vendor, there are certain things you need to know:

1 Which are your most critical IT systems?  Which systems do you 
absolutely have to have access to in order to run your business during 
a disaster.  This will probably include: email, domain controller, file 
server, accounting system, ERP.  You will also need a terminal server 
to allow remote access for your users and be aware of systems that 
interact with each other for the application to function.

2 How much resource do these critical systems need to function. This 
will not always be to perform at peak performance, but enough to 
provide a service.  Think in terms of CPU, memory and storage.

3 How long can you wait for your systems to be made available to your 
users. Bear in mind that your users may be dealing with family and 
finding somewhere to work from, so a few hours may be acceptable.  
This is referred to as RTO (recovery time objective) and is discussed 
in more detail in the next section.

4 How large is your WAN connection.  This should focus on sites that 
you need to replicate between or the connection from each site to 
the Internet if using a cloud service.

5 How much data do you have that is critical.  This can sometimes be 
split into critical system data, that you need to function, and data 
you need to keep for compliance.



RTO and RPO

The easiest starting point when creating a plan is to consider 
the Recovery Time Objective (RTO) and Recovery Point 
Objective (RPO) requirements for your critical IT systems. 
For most companies this time frame will range anywhere 
from 8-24 hours, allowing for one business day of downtime. 
RTO can also be broken up into different categories for your 
resources. Mission Critical services (like email, human resource 
applications, customer facing applications and phones) may 
have a shorter time period, needing to be brought back up 
within just a couple of hours, while for other resources it may 
be acceptable to be down for a day or more.

RTO:  How long your critical IT 
systems can be down before 
your company starts to incur 
unacceptable consequences.

RPO: How long you can 
afford to roll back to and 
lose any data added or 
changed during that time.

A proper Disaster Recovery or Business Continuity plan needs to meets some 
key criteria for each organization.  The criteria will depend on their individuals 

needs and their business model. 

RPO is how much data loss a company can 
handle at any point in time. For example, if 
your main file server goes down how much 
data would be lost since the previous backup? 
Services that have a high rate of change for 
their data, like database or email servers, will 
need a shorter RPO. Services that have little 
data change, like web servers, can be fine with 
a longer RPO. With these two objectives in mind 
you can begin to create a disaster recovery plan 
that will keep your company operational.

Once the RTO and RPO have been decided upon the next 
step is to decide where and how you will bring your services 
back up. It is also worth pointing out that achieving a shorter 
RTO and RPO often means a higher cost for the service.  So 
available budget needs to be considered. For companies that 
do not have an enterprise budget having a cold or hot site 
may stretch the budget too thin and lead to a site that does 
not meet the full requirements of the plan.



The Importance of Testing
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Even with a cloud disaster recovery or business continuity service, you cannot just set it 
up and forget it, then hope that it will work when a disaster strikes.  Just like a fire drill, it 
is important to regularly test the solution and also test your procedures for getting staff 
connected to the cloud service.  You also have to have a process in place for declaring 
a disaster and knowing who has the authority to do this. Returning your business back 
to normal, even if its a false alarm, can take time and effort.  it is important to work with 
a DRaaS partner who can help with the planning and design of the solution.  It is also 
important to work with a partner who includes a regular test of the solution and can help 
you plan for the test and also a disaster itself.

StorTrust is a safe and secure location to store 
your data offsite for when you need it.   We can 
work with you to develop a DR plan that will meet 
your organization’s requirements. We also include 
a yearly test with the service, so you don’t have 
to worry how you will handle a disaster, you will 
already know. Abtech has a team of engineers with 
years of first-hand knowledge of disaster recovery 
and business continuity planning.  Our engineers 
will be with you every step of the way to make sure 
that your critical IT systems are up and running 
when you need them most.

Abtech Technologies offers disaster recovery and 
business continuity services through their StorTrust 
brand, where we strive to provide a complete “white 
glove” service for every client. We partner with 
them through every step of their disaster recovery 
and business continuity process and make sure 
everything is thoroughly tested.    We want our 
customers to be able to sleep at night!

Utilizing industry-leading DR tools and software, 
StorTrust offers total disaster recovery service for 
your data and your critical computer systems in 
a single package. Built upon a Tier 3+, SSAE16 
compliant data center utilizing the latest in security.
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